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CONFIDENTIALITY

The information in this document is confidential and cannot be disclosed to any party.
This document should be kept in a safe and reliable place. This document is not permitted
to be reproduced whether it is all, or part thereof, as well as the information contained
therein shall not be disclosed without Government permission. No party may request,
directly or indirectly (whether by agent or otherwise) or involve the institution or other party

without the prior approval of the Government.

Any form of reproduction, dissemination, copying, disclosure, amendment, distribution
and / or publication of this document is strictly prohibited.

Copyright © 2018 MAMPU.

All rights reserved.
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DOCUMENT INTRODUCTION

This document is the instruction manual for End Users to access and function on DDMS
2.0 Phase Il. This manual will only specify the functions that have been enhanced in

Phase Il which are:

1. Login

2. Capturing Rekod Rahsia Rasmi

3. Preview of Records

4. Minit Module

5. Downloading, previewing and printing records

ABBREVIATION LIST

Below is the list of abbreviation used in this document:

No. | Abbreviation | Description
1. |RM Records Manager
2. | DDMS 2.0 Digital Document Management System 2.0
3. | SRS System Requirement Specification
4. | SDD System Design Document
5. | NRIC National Registration Identity Card
6. | MAMPU Malaysian Administrative Modernisation and Management
Planning Unit
7. | Arkib Arkib Negara Malaysia
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No. | Abbreviation | Description
8. |IRS information redaction Solution
9. |IRM Information Right Management
10. | ECS Enterprise Capture Solution
11. | MFA Multi Factor Authentication
12. | 2FA 2ns Factor Authentication
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INTRODUCTION

The DDMS 2.0 is a software solution that aims to store, track, and index all the electronic
and paper records and store them electronically in the form of records and providing an
efficient and systematic management of records throughout the records lifecycle, from

creation to disposition.

DDMS 2.0 Phase Il is the extension of this system which will specifically cater the
requirement of uploading and saving Rekod Rahsia Rasmi in electronic form. During this
phase, the system will be strengthened with more software components to handle security
requirements for handling and storing of Rekod Rahsia Rasmi. A second factor
authentication will be asked from user when he tries to access Rekod Rahsia Rasmi.

Records will be classified into below 4 security categories:

i. Restricted (Terhad);
ii. Confidential (Sulit);
iii. Secret (Rahsia); and

iv. Top Secret (Rahsia Besar).

In addition to existing five (5) roles, two new roles will be created to manage these Rekod

Rahsia Rasmi — Pendaftar Rahsia.
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DDMS ACCESS MATRIX

No. | Permissions Description = o S —
n
N = £ 2 5 c = o
ame E S c 2 5| O & o
< < s S x ) . T @
o > € 5 © = <
O (&] o] — © = < ®
> & E = w =) c
® 2 o) = 5 o
x o o
1. RECORD (Rekod | Permissions primarily about registering Yes Yes Yes Yes Yes Yes Yes
Rasmi) CREATE existing documents and creating new
open records
2. RECORD (Rekod | Permissions primarily about registering Yes Yes Yes Yes Yes Yes Yes
Rahsia Rasmi) existing documents and creating new (If have (If have (If have (If have (If have (If have
CREATE Classified records security security security security security security
clearance) | clearance) | clearance) | clearance) | clearance) | clearance)
3. REKOD RASMI Permission to download open record Yes Yes Yes Yes Yes Yes Yes
DOWNLOAD
CONTENT
4. REKOD RAHSIA Permission to download classified Yes Yes Yes Yes Yes Yes Yes
RASMI record (If have (If have (If have (If have (If have (If have
DOWNLOAD security security security security security security
CONTENT clearance) | clearance) | clearance) | clearance) | clearance) | clearance)
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No. | Permissions Description - o S =
= = = c 2 o
‘= @M .

Name S S c o o ) s ¥ ©
© < @© w Q (%) =
< s X ) = T @
Q (&] o] — © = < ®
S o S c w i c
2 2 ) = c 3]

< = 0 o
5. RECORD EMAIL Permission to send record’s content/ Yes Yes Yes Yes Yes Yes Yes
link through emails
6. PRINT REKOD Permissions to print open record Yes Yes Yes Yes Yes Yes Yes
RASMI
7. PRINT REKOD Permissions to print classified record Yes Yes Yes Yes Yes Yes Yes

RAHSIA RASMI | after downloading it. (if IRM (if IRM (if IRM (if IRM (if IRM (if IRM (if IRM
clientis client is client is client is client is client is client is
installed installed installed installed installed installed installed
and have and have and have and have and have and have and have
security security security security security security security

clearance) | clearance) | clearance) | clearance) | clearance) | clearance) | clearance)
8. SECURITY Permissions to change the security Yes No Yes No No Yes Yes

CLASSIFICATION

level over files/records
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No. | Permissions Description - o S =
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= = S c . < [}
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S S S c w i c
e < 3 - 3 &
o o
0. USER SECURITY | Permissions to change the security Yes Yes No No No No No
CLEARANCE clearance for users
10. VIEW AUDIT LOG | Permission to View Audit Trail. Yes Yes Yes No No No No
11. CREATE Permissions primarily about creating a Yes Yes No No No No No
USERS/GROUPS | new person or group
12. DELETE Permissions to delete the existing Yes Yes No No No No No
USERS/GROUPS | person or group
13. CREATE/ Permissions to create a new property, Yes No No No No No No
MODIFY/DELETE | make a copy from the existing
METADATA property, modify the existing property
PROPERTY and delete the existing property.
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No. | Permissions Description - o S =
[ — (@) 2 (&)
= £ IS s - < Q
Name S 5 c S o e X
o < o +— () N e - —
< S G x D = c @
o > € 5 © = <
Q (&] o] — © = < ®
S S S c w i c
2 < 3 - 3 g
o o
14. STORE ADMIN Permissions to create a new store, Yes No No No No No No
make a copy from the existing store,
modify the existing store and delete the
existing store.
15. CLASSIFICATION | Permissions to create a hew Yes No Yes No No No No
ADMIN classification, modify existing
classifications and delete existing
classifications
16. CLASSIFICATION | This Permission is only for adding the Yes No No No No No No
ADMIN (TOP agency ‘s name.
LEVEL)
17. RECORD TYPE Permission to create new record type. Yes No No No No No No
CREATE
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No. | Permissions Description - o S =
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18. | CHANGE Permissions to change the electronic No No Yes No No No No
CONTENT (for content of open record
Rekod Rasmi)
19. CHANGE Permissions to change the electronic No No No No No No No
CONTENT (for content of classified record
Rekod Rahsia
Rasmi)
20. DELETE Permissions to delete open Record Yes No Yes No No No No
RECORD (for
Rekod Rasmi)
21. DELETE DELETE RECORD (for classified No No No No No No No
RECORD (for record)
Rekod Rahsia
Rasmi)
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No. | Permissions Description - o S =
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22. MANAGE FILE Permission to Create New File No No Yes No No No No
23. RECORD Permissions to administer records No No Yes No No No No
ADMINISTRATIO | (example: misfiling)
N
24. RECORD Permissions to modify the record’s No No Yes No No No No
CHANGE properties (exclude security and
access controls)
25. RECORD Permissions to complete record Yes No Yes No No Yes Yes
INCOMPLETE
26. RETENTION Permissions to create a new retention No No Yes No No No No
SCHEDULE schedule, make a copy of an existing
ADMIN retention, modify the existing retention
and also delete the existing retention
schedule.
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No. | Permissions Description - o S =
C —_ (@) 0 (&)
N = £ ® S - < )
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2 < = T 9 = = B
< = = e =< | 2 5 .
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27. PERFORM Permission to Redact the Content of No No Yes No No Yes Yes
REDACTION the Record
OVER RECORDS
28. ADD MINIT Permission to add minutes over Yes Yes Yes Yes Yes Yes Yes
records
29. MANAGE Permission to manage access Yes No Yes No No Yes Yes
PERMISSIONS permissions over files and records
30. | SEARCH Permission to search for records and Yes Yes Yes Yes Yes Yes Yes
RECORDS files
31. GENERATE Permission to generate various DDMS No Yes Yes No No No No
REPORTS 2.0 Reports
32. FAVOURITES Permissions to add records to a Yes Yes Yes Yes Yes Yes Yes
Favorites tray
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DDMS USER GUIDE

1.1Login

1.1.1 Change Password Notification

1. When Agency Admin gives user the Security Clearance to see Rekod Rahsia
Rasmi, user will receive an email notification from DDMS asking user to Reset his

password.

IDD"-.'TS- 2.0 - Reset Password Instructions

b praststerns with b this iresssange i oisplayend, © Bk b Do vies il in @ e e

Raseat the password associatad with this e-mail address.

If you did not request your password (o be reset, yvou can normally ignare this
email.

Tha link will expire In 24 hours

Regards.

DDMS 2.0 Administration

Thie email was sant to you becauss you requestsd information from DDMS 2.0,

2. Click on Reset Password link in the email.

DDMS 2.0 Phase Il User Manual Page 14 of 115
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& .DOMS 20

EREE FORUT PRGN

3.  Enter New password and Confirm password.

Reset your password
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4. Click on Reset Password button.

5. Confirmation message will be displayed “Password updated. A confirmation emalil

was sent to notify the password update.”

€x¥ DDMS =0

Resel your password

6. Successfully reset password email will be received.

This is an automated email o notify you about your reset password request

Regards

DDMS 2.0 Phase Il User Manual Page 16 of 115
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1.1.2 Registration on MFA Platform (privacylDEA)

1.1.2.1 Registration on MFA Platform for Smartphone

1. Download privacylDEA app in your android smartphone from Google Playstore.

> GooglePlay  sea

Catsguriar w Hizeme Tep Charte Maw mlesses

by aipps
Shop

privacylDEA Authenticator

HetHrights TmbH = Tools & W
:

Tiames
Famlby

Ediers Chalzs

] addtowishist m

Aot

iy sunRCTiptions

2. Login to DDMS 2.0 with single factor click on your name and then My Profile
link
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ShwetaRM -

@ User Dashboard
® iy profile

7 days -
= urrent Page

sites se My Dashboard

w the changes in the sites you b

g and leaving your sites. e

-+] Logout
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3. Click on 2FA Enrolment link

@fN,DDMS'ag User Profile Page
Info Change Password

About

ShwetaRM

RM

&=

Racord Manager

Contact Information

Email: shweta khurmi@crestsolution.com

4. Click on “Enroll New Token” button

2FA Token Token Type

Mo token found

Enrol Mew Token
Enter your DDMS 2.0 Passward Smartphona w m

5. Enter your DDMS 2.0 password in the field and select Smartphone option and

click on Submit button.

DDMS 2.0 Phase Il User Manual Page 19 of 115
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6. A QR code will be visible on the screen which needs to be scanned using your

mobile phone.

2FA Token Token Type

Mo taken faund

SEssEEEEEN NS Smartphone v
N | 1 ! F L

Enter the code generated in your App
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7. Open privacylDEA app from your android mobile phone and click on + sign on

the screen.

7 privacylDEA Authenticator

8. Phone’s camera will open. Take your phone near the QR code on the screen and

wait for the camera to read the code.
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(End User Role)



Digital Document Management System 2.0 Phase Il (DDMS 2.0 Phase Il) Project

9. After phone’s camera have successfully read the code it will show a unique code

on the mobile screen.

Phonepart

3LWE BABH N4GQ H4HR Z22ZQ
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10. Enter Phonepart code shown on mobile screen in the field shown in DDMS

2FA enrolment screen and click on Submit button.

2FA Token Token Type

Mo token found

Enrol New Token
ssssssBEERES Smartphone = m

Enter the code generated in your App

11. A new token will be added and will be shown on the screen for you.

2FA Token Token Type Registered on Status
TOTPOODDEE3C lotp Active
DDMS 2.0 Phase Il User Manual Page 23 of 115
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1.1.2.2 Registration on MFA Platform for Email

1. Login to DDMS 2.0 with single factor click on your name and then My Profile

link

7 days -

sites

w the changes in the sites you be

g and leaving your sites.

ShwetaRM -

@ User Dashboard
® iy profile
0 Help

Home Page

o
Lﬂd
(0)

4

[

Use Current Page
Use My Dashboard

) Change Password
=+] Logout

2. Click on 2FA Enrolment link

About

ShwetaRM
L‘Zf\"

Contact Information

Email:

H .
MDDMSED User Profile Page
Info Change Password

Racord Manager

shweata khurmi@crestsolution.com
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3. Click on “Enroll New Token” button

2FA Token Token Type

Mo token found

Enral New Token
Enter your DDOMS 2.0 Passwort Email = m

4. Enter your DDMS 2.0 password in the field and select Email option

5. Click on Submit button

2FA Token Token Type Registered on Status

PICRICT150Ca0 amra fctive

6. New Token for Email is successfully enrolled.

1.1.2.3 Registration on MFA Platform for SMS

1. Login to DDMS 2.0 with single factor click on your name and then My Profile link

DDMS 2.0 Phase Il User Manual Page 25 of 115
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ShwetaRM -

(*) user Dashboard
8 vy profile
@ rep

Home Page

7 da J o
b= ® Use Current Page

(%
",

sites Use My Dashboard

w the changes in the sites you be
g and leaving your sites.

Change Password
-+] Logout

2. Click on Edit Profile.

R

Rooord Maragar
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3. Enter your Mobile number and click on Save Changes button.

Photo

Upload Use: Default
Your image will be resized o 64px by B4px

Changes to your pholo imaga laka effect immadiataly.

Contact Information
Telephone: B12TREGTLE

Mobile:

Email: shwela khurmif@crestsolution.com

Eave Changes Cancel

4. Click on 2FA Enrolment link.

: e
&"NIDDMSED User Profile Page
Info Change Password

About

ShwetaRM
RM

Racord Manager

Contact Information

Email: shweta khurmi@crestsolution.com
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5. Click on “Enroll New Token” button.

2FA Token Token Type

Mo token found

Enrol New Token

Enter your DDMS 2.0 Password SMS T Submit

6. Enter your DDMS 2.0 password in the field and select SMS option.

7. Click on Submit button. New Token for SMS is successfully enrolled.

2FA Token Token Type Registered on Status

FIEMOO15BCDD aMs Active

1.1.2.4 Changing Token

In case a user is changing his mobile phone or mobile number and wants to enrol his
new phone/mobile number for 2" Factor Authentication, he needs to inform his Agency
Admin.

Agency Admin will delete the existing token for the user after which user can enrol for

new token using the options as explained above in sections 1.1.3.1t0 1.1.3.3.
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1.1.3 Login in DDMS

1. Open DDMS URL in a browser.

User Name

Password

Rekod Rasmi Request OTP

2. Enter your Username and Password.
3. If you want to access Rekod Rasmi, click on Login Button.

4. If you want to access Rekod Rahsia Rasmi, select Rekod Rahsia Rasmi from the

dropdown. OTP field will appear.

DDMS 2.0 Phase Il User Manual Page 29 of 115
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dx .DOM.
-~ ~~ma

" —

)20

STEM

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi ~ |Request OTP

5. ForOTP:

OTP on Mobile App:
e Open Privacy Idea App on Mobile Phone
e Enter the OTP shown in the mobile screen.

90051

yrivacylDEA: DDMS 2.0 OTP

OTP on SMS:
e Click on Request OTP.

DDMS 2.0 Phase Il User Manual Page 30 of 115
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&% DOMS:
Sk Vi) 2.0

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi ~ |Request OTP

e You will receive a SMS on your mobile phone.
e Enter that OTP in the field for OTP.

OTP on Email:
e Click on Request OTP.

&% DDMS:
c2AUUVID 20

User Name

83343416808MAMPU

Password

Rekod Rasmi dan Rekod Rahsi Request OTP
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e You will receive an email with OTP.

no-reply@crestsolution.com e 1- Mon 12208 FM

Your OTP

Your DDMS 2.0 OTP requested is 966082 Enter this OTP in DDMS 2.0 Login
page.

e Enter that OTP in the field for OTP.

6. Click on Login Button.

User Name
8334341680@MAMPU

Password

SRR

Rekod Rasmi dan Rekod Rahsi ¥ Request OTP

678659

7. User will be logged in DDMS 2.0.

1.2 Capture Rekod Rahsia Rasmi

1.2.1 Upload Rekod Rahsia Rasmi

DDMS 2.0 Phase Il User Manual Page 32 of 115
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1. Open DDMS URL in a browser.

&x% .DDOMS=0

User Name

Password

Rekod Rasmi Request OTP

2.  Enter your Username and Password.

3. Select Rekod Rahsia Rasmi from the dropdown. OTP field will appear.

ey DL

S——

T MANAGE MENT

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi ~ |Request OTP

4. For OTP:

DDMS 2.0 Phase Il User Manual Page 33 of 115
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OTP on Mobile App:
e Open Privacy Idea App on Mobile Phone
e Enter the OTP shown in the mobile screen.

90051

yrivacylDEA: DDMS 2.0 OTP

OTP on SMS:
e Click on Request OTP.

&y DDMS:
G2 ikl dIVid 2.0

User Name
8334341680@MAMPU

Password

ALl L]

Rekod Rasmi dan Rekod Rahsi ~ |Request OTP

e You will receive a SMS on your mobile phone.
e Enter that OTP in the field for OTP.
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OTP on Email:
e Click on Request OTP.

&% DOMS 2.0

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi Request OTP

e You will receive an email with OTP.

Your DDMS 2.0 OTP requested is 966082 Enter this OTF in DDMS 2.0 Login
page.

e Enter that OTP in the field for OTP.
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5.  Click on Login Button.

User Name
8334341680@MAMPU

Password

LA AL AL L L L L]

Rekod Rasmi dan Rekod Rahsi ¥ Request OTP

678659

6. User will be logged in DDMS 2.0.

" : Today
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7.  Click on Records Management link.

MIDWS’EU ShwetaRM Dashboard

All - My activities - all items - in the last 7 days -

[ I Last week
Records Management Site

previewed document

6 days ago

1 more ¥

8. Navigate to the file where you want to upload the record.

| TERHAD

) A

Modified on: Tue 16 Oct 2018 14:19:26

!
—
)
w
U
"

9. Click on the File’s Title. List of records will load.

Select ~ Record Scan * Manage Permissions »

S.300-1/1/2(1)

(ANNOTATIONS - RM2)

Date Filed; Thu 20 Sep 2018 09:54.06
Modified by: rm: Modified on: Thu 20 Sep 2018 09:56:12 11 KB

Z) {(Lampiran issue)

n . I Date Filed: Mon 1 Oct 2018 14:54:43
f Modified on: Mon 1 Oct 2018 14:54:52 15MB

Modified by:
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10. Click on Record link on the top.

Select ~ Record Scan

docx DDMS.300-1/1/2(1) (ANNOTATIONS - RM2)

B Date Filed: Thu 20 Sep 2018 09:54:06
Modified by: rm2  Modified on: Thu 20 Sep 2018 09:

11. Pop up to select document to be uploaded be shown.

File Records X

Select Records to File

Cancel

12. Select the document from your computer which you want to upload and click on
Open button.
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E File Upload
— » 4 & ¥ This PFC » Downloads w By Search Doy
Organize = Mew Tolder 3
L] h .y ot
il DineDiive Marni Dl
W= B FENGUITERURI . . LA 18 U
W This PC [+] Brg Penguimpulan GCR .. G-1-18 1A
y 30 Objects [+ Big Penguimpulan GCR .. G-01-18 9:13 A
i Desklop ﬂ.x Bugs list (2018-152963... Z-Sep-16 11:46 4
[4] Diigs list (2018-152961.. 58 PM
5 Docurnerits _ o
E BwSshClient-Inst.exe -Jun-18 PM
4+ Downloads | DW"Saﬂplc I:E:r 6-147.., O-lun-17 352 Ph
$ Music [+ Carta new (2015-15284,. 17
= Pictures @ cashbook Working Co...  07-Dct-13 3:42 PR
B Videos 8= cashbook.xlsy 0z-0 3:34 P
] Windaows L] m| chw3.avi A0-lun
o Data (1] | changelog et ot
L 4
File name: |Carta mow (2010-1528427440327 pdf, ~ All Files (*.*)
| Open

Cancel

13. Select the record type from the list of record types shown.

DDMS 2.0 Phase Il
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I Carta_new (2018-1528427448327).pdf. pdf x I

Tajuk: *

Fail; *

ShwetaRM

Misfiling Re

I Required Fiel

DOMS.300-1

MNama Pewwuju

Tempat Mesy

Tarikh Mesyus

i | Record Type:  Agenda Mesyuarat

Agenda Mesyuarat
Akka/Ordinan
Audio

-

Cabutan Keputusan Jemaah Menberi

Carta

Dokumen TenderSebut Harga
Emel

Emel Muatnaik

Faks

Fata

Garis PanduanyPanduan
Kertas Jemaah Menteri
Kertas Kerje/Kertas Konsep
Legaran

Liskisan Teknike

Maklum Bales Mesywarat
e

Minit Babas

Minit Ceraian

Mifit Mesyuaral

14. Fill the metadata for the record.

15. Select the Security Classification for the record.

TERBLIKA
TERHAD

Security Classfication

Salect <

Ok

Cancal
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16. Enter name of Pegawai Pengelas.

Pegawai Pengelas:

17. Click on OK button. Record will be uploaded.

. TERHAD |

DDMS.300-1/1/2(5XT) (Surat Tajuk)

Date Filed: Tue 23 Oct 2018 18:37:29

Maodified by: ShwetaRM Modified on: Tue 23 Oct 2018 18:37:29 5 KB

1.2.2 Scan Rekod Rahsia Rasmi

1.2.2.1 Scanning for First Time

1. Open ECS URL in browser.

sy DDMS> '

& Administrator &
& Operator (A)

View My Balchas Opwn Noxt Batch

3

Scan New Upload New
D
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2. Click on Scan New Documents.

6% DOMS =0

T MANAGE MENT 571

& Administrator &
& Operator (A]

View My Batches Open Next Batch

1

=%
t‘:_pcomuw
3. Login page will come up.
°”
e .DDOMS 0

; )

a

a
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4. Enter your DDMS username and password.
5. For OTP:

OTP on Mobile App:
e Open Privacy Idea App on Mobile Phone
e Enter the OTP shown in the mobile screen.

OTP on SMS:
e Open DDMS Login Page.

User Name

Password

Rekod Rasmi i Reqguest OTP

e Enter your User Name and Password.
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MCUMENT MANADK

User Name
8334341680@MAMPU

Password

Rekod Rasmi ~ Request OTP

e From the dropdown, select Rekod Rahsia Rasmi

.
| o
" e
= -QV' o .
~ - e I | -
~-".’ € MNTAL DOX MENT MANAGEMENTEYLTEM

User Name

Password

_Rekod Rasmi dan Rekod Rahsi '~ | Request OTP

Rekod Rasmi

Rekod Rasmi dan Rekod Rahsle Rasmi

¢ Click on Request OTP.
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& DDMS>

.—-r"

»
Y

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi ~ |Request OTP

e You will receive a SMS on your mobile phone.
e Enter that OTP in the field for OTP on ECS Login Page.

OTP on Email:
e Open DDMS Login Page.

s DDMS =0

User Name

Password

Rekod Rasmi i Request OTP

e Enter your User Name and Password.
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MCUMENT MANADK

User Name
8334341680@MAMPU

Password

Rekod Rasmi ~ Request OTP

e From the dropdown, select Rekod Rahsia Rasmi

User Name
Password

Rekod Rasmli dan Rekod Rahsl [~ | Request OTP
Rekod Rasml

Rekod Rasmi dan Rekod Rabsia Rasmi
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e Click on Request OTP.

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi Request OTP

e You will receive an email with OTP.

no-reply@crestsolution.corr e 1- Morn 12208 PM

Your OTP

Your DDMS 2.0 QTP requested is 366082 Enter this OTF in DDMS 2.0 Login
page.

e Enter that OTP in the field for OTP on ECS Login Page.
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6. After entering the details click on Login Page.

r ] HAA5584.@MAMPL °
(4] SEBOEBNBEES
@ 511772

7. You will get an error as the scanner is not authorised yet.

Q Comnected WIA-TWAIN AP supported scannens) s nol authorzed 1o do scanning cperation Pease contact Adminisirator for
authorzation

8. Inform your Agency Admin to enable the scanner for you.
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1.2.2.2 Scanning Rekod Rahsia Rasmi
1. Open ECS URL in browser.

m:DDMS’ea et

& Administrator @&

& Operator (A)

View My Balchas Opwn Noxt Batch

Scan New Upload New
D

2. Click on Scan New Documents.

& Administrator (V]
& Operator (A]

View My Batches Open Next Batch

1

=]
Lll_pcoodN-w
3. Login page will come up.
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€% .DOMS 0

4500

‘ >

4. Enter your DDMS username and password.
5. For OTP:

OTP on Mobile App:
e Open Privacy Idea App on Mobile Phone
e Enter the OTP shown in the mobile screen.

90051

privacylDEA: DDMS 2.0 OTP
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OTP on SMS:
e Open DDMS Login Page.

User Name

Password

Rekod Rasmi i Request OTP

e Enter your User Name and Password.

User Name
8334341680@MAMPU

Password

Rekod Rasmi Request OTP

e From the dropdown, select Rekod Rahsia Rasmi

DDMS 2.0 Phase Il User Manual
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&x DDMS:
S22V 2.0

User Name

Password

_Rekod Rasmi dan Rekod Rahsi '~ | Request OTP

Rekod Rasmi

Rekod Rasmi dan Rekod Rahsle Rasmi

e Click on Request OTP.

-~
RR———
- MOCUMENT MANAGEMENT ¢

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi ~ |Request OTP

¢ You will receive a SMS on your mobile phone.
e Enter that OTP in the field for OTP on ECS Login Page.
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OTP on Email:
e Open DDMS Login Page.

User Name

Password

Rekod Rasmi i Request OTP

e Enter your User Name and Password.

User Name
8334341680@MAMPU

Password

Rekod Rasmi Request OTP

e From the dropdown, select Rekod Rahsia Rasmi
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User Name

Password

Rekod Rasmli dan Rekod Rahsl [ | Request OTP
Rekod Rasmi

Rekod Rasmi dan Rekod Rabsia Rasmi

e Click on Request OTP.

o

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi Request OTP

e You will receive an email with OTP.

no-reply@crestsolution.corr

Your OTP

')

Mom 12208 PR

Your DDMS 2.0 OTP requested is 966082 Enter this OTP in DDMS 2.0 Login
page.
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e Enter that OTP in the field for OTP on ECS Login Page.

6. After entering the details click on Login Page.

r 1 A3455824 2 @MAMPL

(4] SERRRRRRRRN

a 51772

7. You will get screen to choose record type.

DDMS 2.0 Phase Il User Manual

(End User Role)

Page 55 of 115



Digital Document Management System 2.0 Phase Il (DDMS 2.0 Phase Il) Project

Brother 800

Please select a batc |;;;L

DT = T ERITITL

BC20 - Perjanjian...
BC21 - Piawian/5...

BC22 - Poster
BC23 - Prosiding

BC24 - Siaran Ak. ..

BC25 - 5ijil

BC26 - Slaid Pem...
BC2T - Surat Men...
BC28 - Teks Uca...

BC29 - Terbitan
BC2A - Video

BC2B - Borang
BC2C - Jadual

s

m

More -

Pages: 0

8. Select Record Type from the list and click on Start Button.
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‘ ‘ More -

Brother 800 ~ Description: Priority- 1
| BC27 - Surat Menyui |;;;!, Default Profile Pages: 0
2
9. Scanning will start.
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Siolhar 800 o Descaphion: SC27_user)_15- Pronty” 1
BC27 - Sural Menyw -1 Default Prafie Pages” 0
»
Feading from the device Hsi 9
7] : mage :
I 0 % Completed
0% 100 %
‘ Cancel

10.
Start button again.

11.

Once scanning is done, click on Finish button.

Once scanning is finished and if you want to add more pages, you can click on

P 1

Buathar #70 ~ Dascriplion: BT usar 1E- Prioilty 1
BC2T - Soral Memyu 1 | Defauk Froike
!
BGo ] PGE

G N N

ESONTEATE

SIS

DDMS 2.0 Phase Il User Manual

(End User Role)

Page 58 of 115



Digital Document Management System 2.0 Phase Il (DDMS 2.0 Phase Il) Project

12.  Confirmation Pop up will be displayed. Click on OK button.

Brother 800 | ~ Deschiplion: BC2T_userl_15- Priofily- 1

BC2T - Surst Menyw = | =L | Default Profile © | Pages: 3 el

<> Do you really want 1o finigh
*-"r’l scanning?

13. Document will then be processed by ECS.

14.  Move cursor to left panel arrow and click on it.

B2 - Suns 1 Coleat P Pages B
| !
.
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15. Click on Batch List.

Batch List

H Review Validate

E Web Scanner

2 Upload Batch

16.  The newly scanned document will be shown there. Double click on it.

Renvienw alidatian Assigned To Ma

d 4+ T Bahcl. T Priority Batch Updated Gn Batch Imported On | Batch Status

ElIT0E Surathlenyurat BCET_B0O71A0RBEERETEST_22-1... 1 230002018 12222055 22-0ct-20E 114708 Heady For Valldation

17. Metadata form will appear.
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T | ETE RS T R TR
I RIS Mama BCST wsarl 16-10-50 Friarty 1 MENnERTS
Documesnt F Socardh
Type Ty B LT LS ST —
Surst Menyaral LS
[ ] [ILTLYE L PRIE P LT
1% Fopeculbogyligama. ... . L
': z [ SR 2
g (-1 3 e shamt Y
a 1 b s 2
,._1_. T e EL e L]
i (DO K Fe s e psberary. [T
e
[ e— '
Fair » Tajuk* could not satisfy the
walidation patfemn. Fre- e
| - ¥ DR @ Ve ey
lanks Surst L] L, [
TN e ok e . m
TAL et recbti —— n
T O BTN i P — e — b
T i i ey T S el ek priy S— "
Mo, Supasan Tuan o e i e —— i
PAEL oo i w ceeped eopen. . . —— "
3 . Beowin — ke (k]
TIE Fomcnsmm — BT
..-F TAS  agile sk — e S L]
o Rupuican Kami 5wk
TIA Remeans syl e - Rl
Il TIZ O e = M— "
TA o ekl b e el sl g TP S — ar
. I Tld  ssed eeptmey s el ircme.. = = - T
Tarikh Sural TAE Pl === = "
AR EharaholieE R e e e L
o TAT.  Proces e e e B e m e e "
P28 Ehmsows.. .. s A— 1=

18.  Enter Tajuk for the Record.
19. For Fail:
e Press CTRL + 6 A pop up containing DDMS File Classification Plan will appear.

Select | Cancel

File Classificstion
TEST. TEST

e Click on the blue icon to show Function level
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DDMS FC

Fail;
Select | Cancel

File Classification
D TEST. TEST
TEST.100- Function
DTEST.EGD— FUNCTION
TEST.200- Function
TEST.400- Function
TEST.500- Function
TEST.600- Function

e Navigate to File level where you want to save the record.

Select | Cancel

File Classification
TEST. TEST
TEST.100- Function
TEST.200- FUNCTION
TEST.200-1! FUNCTIOM-ACTIVITY
TEST 200-1M/ FUNCTION-ACTNITY-5UB ACTIVITY
TEST.200-1/1/2 JLD4/ Destray at 200
TEST.200-1/1/3 JLDZ! LIAT 100718
TEST.200-1/1/4 JLD2/ tast
TEST.200-1/1/5/ new file hash value link check
TEST.200-1/2f FUNCTION-ACTITY-2UB ACT

e Double click on the file. The selected file should show in the textbox for Falil.
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ail:

TEST.200-1/1/5/ Select | Cancel |

Fila Classificatien
TEST. TEST
TEST.100- Function
TEST.200- FUNCTION
TEST.200-1/ FUNCTION-ACTIITY
TEST.Z00-1/1! FUNCTION-ACTIVITY-SUB ACTIVITY
TEST.200-1A1/2 JLD4 Destray at 204
TEST.200-1/1/3 JLD2/ LUAT 100718
TEST.200-1/1/4 JLDZ tast

TEST.200-1/1/6/[RE) new file hash valua link cﬁ

e Click on Select button. Selected File will be shown in Fail field for Scanned
Record.

Document Type Furzy Search
Surat Mernyurat

b I

Tajuk™

Fail” deni= Surat”

II TEST.200-11/4!
Ma. Rujukan Tuan Mo Rujukan Kami
Tarikh Surst’ Tarikh Tarima Surat

20. Fill rest of the metadata fields.

e Nama Pewujud: Automatically capture
¢ No. Rujukan Kami: Will be automatically generated when record is saved in
DDMS.
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21.  Click on Validate Button on the top.

22.  Confirmation pop up will come, click on OK button.

&, Inzama slatarnl

n Pengirim
4. Gash flow elaterrendt

4.9, Cammnentary to the cash flow sata

Validation Done

tan Penerima

9 Validation of Batch is completed.
n Penerima \.f(/ Proceed further 7 PTMERS anthe balscs shast
1. Aggmis

1.4, Cash and cash aquivadants...........
ampu 1.2 Mccounts racefable. L
|:| Don't ask me agsin ﬁ 73 Other sccoumls racatvable......... ..
150 Ee ngirim 14. Cither eccounds receivable from owm
ﬂF‘ FA8.  Accrusd incoie and prepaid expen
3, @ TAF. EBecurdes.......,

TAB.  Fised assets... ...

a P jUd* F 7R Imtangble Axeete. ...

EWL W 72 Latiites

orl T2 Ancolnls payatla, . . —
@ TEE Olherlisbdites.., .,
il eiiiiiiiiitiai

23. Record will be saved in DDMS.

1.3 Disseminate

1.3.1 Preview

1. Login to DDMS2.0.
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2. Click on Record Management Site.

NF W0e | mrules 20 E
VTN o ik IF wilh P
ranis kanans ——
_

}\I' :Z- :- i= 'I ='.=." |

s 0e Dashbcard  File Classification Plan
¥ Mavigation S - 1]
Fik Clerzifization Flan
TEET EST
Creatad by A E ¥ toddied an: Thu 5 Jul 2018 10:17:08

¥ File Disposition Plan feated by ! ! Ooifked on. Tni ul <

Transfars

! Holda

% Linfled Records:

4. Navigate to the aggregation which contains the record which user wants to View.

0 ecords anogemen

W Dansaerd Pl Clanfzetizn Pla

¥ Navigation Spe: = e

5 o
il Tl B
rsT t
=aT
"""" b P Jul 20
SET A =
TEST. 330+
TESTI00-101
—
TEETH00- 11111 Al
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5. Click on the record to view its content. Watermark will be visible along with
preview of the record.

Watermark for Rekod Rasmi will contain:

e DDMS 2.0 : <DDMS 2.0 Record Number>
e UserlID

e Date of Preview

e Time of Preview

Watermark for Rekod Rahsia Rasmi will contain:

e Current Security Classification of Record

Record Type: Eme Mualnak

M etadata:
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DDMS 2.0 : <DDMS 2.0 Record Number>

User ID

Date of Preview

Time of Preview

</

Record Type: Notumen Tonderl Sebet Harga

Metadata:

1. Phana Tonden S=bed s ga
7 Fa
¥ MackhDosumen

4 Meeninae Torcker Sehirbanns
2 ‘envbnd
E. Temps Pansimpanan

T Mama Powyud
e -
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1.3.2 Download Records

1.3.2.1 Download Rekod Rasmi from DDMS 2.0

1. Login to DDMS2.0.

2. Click on Record Management Site.

m——  Crealsd 10 minules 23
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3. Click on File Classification Plan.

g‘l‘:ﬁ Records Ma agement s0s Dashbcard il Classification Plar

¥ Mavigation e * ”

Fils Classibeation Flan
TEST a7
Created by Adninisirain loddfied on: Thu 5Jul 2018 10:17.08
¥ Flle Disposition Plan - ! i el T
Trarefars
! Holds

% Linfled Records:

4. Navigate to the aggregation which contains the record which user wants to View.

TEST 1

ZUU-1/1/ (water mark)
Date Filed: Fri 14 Sep 2018 10:15:33
Modified by: Records Manager  Modified on: Fri 14 Sep 2018 10:15:34 6 MB

4

TEST.1200-1/1/1(2) (water mark should be centre)
Date Filed: Fri 14 Sep 2018 10:21:28
Modified by: R Js Manage Modified on: Fri 5 Oct 2018 16:55:41 3 MB

5. Hover on the record to view its available actions for that record.

d '.‘i.il::""iil‘\-:
Data Filed: Fri 14 Sep 2018 10:15:33 Edit B
Modified by: I Modified on: Fri 14 Sep 2018 10:15:34 GMB =
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6. Click on Download button. Pop up to save document will come up, select Save

option and click on OK button.

You have chosen to open:

which is: Adobe Acrobat Document (6.0 MB)
from: http://192.168.0.161:8080

What should Firefox do with this file?

() Open with | Adobe Acrobat Reader DC (default)

Opening Panduan-Pengguna-DDMS2.0-upd5.9.2016 (2018-153689133...

[4] ...-Pengguna-DDMS2.0-upd5.9.2016 (2018-1536891334756).pdf

X

(®@Save File

[1Do this automatically for files like this from now on.

oK

Cancel

7. Record will be saved on your computer Downloads Folder.

Open Containing Folder

I,E-g] Panduan-Pengguna-DDMS2...018-1536891334756).pdf =
PDF
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1.3.2.2 Preview Downloaded Rekod Rasmi

1. Go to the folder where the record is downloaded.

8 » This PC » Windows (C:) » Users » shweta » Downloads

Panduan-Penggu = 2086ac91-41f7-4 JEMPUTAN KE

na-DDMS2.0-up eb63-Baef-393ff1 PROGRAM
d5.9.2016 2dc0d5 CAKNA
(2018-1536891... (2018-1539701... PENGURUSAN ...

2. Double click on the downloaded record.

3. Preview will open in native application of the document.

N
oms | ¥ y () Segn In
» 8 B Q ; A ®O G | 8 4 L (3 shors J
> f v
s
a L v
F % a= F
Wy j am
S g L &
T pe

Adobe Acrobat Pro DC

Digital Document Management System 2.0
(DDMS 2.0) il Acin P
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1.3.2.3 Download Rekod Rahsia Rasmi from DDMS 2.0

For enhanced security Rekod Rahsia Rasmi will be downloaded in an encrypted format.
These downloaded records will not open unless the user have a special IRM client
installed on their computers.

When user wants to reuse the document, edit something in the document etc, User can
use option Download.

If user wants to print the downloaded document, user can use option Download with
Annotation.

This IRM class will decrypt the record and then will show the preview of the records.

1. Navigate to the aggregation which contains the record which user wants to View.

SULIT
= ? TEST.300-1/1/6(S) ECS File 171018
I Created by: Jeevi RM  Modified on: Wed 17 Oct 2018 12:36:13
su
- | TEST.300-1/1/5(S) File
I Created by: Records Manager
Modified on: Wed 17 Oct 2018 11:43:13

2. Hover on the record to view its available actions for that record.

Diate Filed: Wed 17 Oct 2018 11:26:32 !
e | M Modified on: Wad 17 Oct 2018 11:26:3 24 MB

upload 1
Dt Flird; Whasd 17 Ot 2018 11:13:25
M on: Wad 17 Oct 2018 11:13:32 G6MB
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3. Click on Download button.

Classified Record

You are about to download a classified record in encrypted format. It will require IRM client to open and view record.
Do you want to proceed with download?

e | D

This pop up will inform user that the record will be downloaded as encrypted form and
IRM client will be needed to open it.

4. Click on Proceed button to download the record. Pop up asking to Save
document will come.

Opening iPhone User Guide (2018-1539746793171).pdf X

You have chosen to open:

[~) iPhone User Guide (2018-1539746793171).pdf

which is: Adobe Acrobat Document (24.5 MBE)
from: http://192.168.0.161:8080

What should Firefox do with this file?

() Open with | Adobe Acrobat Reader DC (default) he

(®)Save File

[ ] Do this automatically for files like this from now on.

QK Cancel

5. Click on Save File and click on OK button. File will be downloaded.

iPhone User Guide (2018-1539746793171).pdf =
L Open Containing Folder
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When you will try to open this document, you will not be able to preview this document
without IRM client.

1.3.2.4 Installing IRM Client

1. Download IRM client from DDMS -> Shared Files.

Hame Ehared Files

0¥ DOMSZ0 shared Files

Sk v anzate.. - Liakoad Fyne to Choud

Agrsanced Search SeCuUre Soan Repors

¥ Documents
Al Docurmenks
I'm Editirg
Oihars are Editing
Recanily Madified

Mlodified 4 hours ago by 1

Recarly Adrac Fasall

Py Fanvorites

Synood Canbenl g
Synerd with Frrors = RM client

Modifisd 3 hours ago by S
¥ Shared Files

Shared Filss

Faza ll E o

2. On your computer, open the folder containing downloaded setup for IRM client.

/", Fasoo_DRM_Client_for_ DDMS2.0_x64_20180910_v1.01.0001.exe
C\Users\shweta\Downloads Type: Application

3. You will get pop up to allow installation, click on OK button.

4. Pop up informing Installation for Fasoo DRM Client will come up. Click on Next to
start installation and follow the steps.
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DDMS 2.0 Setup Wizard
Please wat whie the Setup Wizard prepares to guide you
through the instalation.

Back Next Cancal

5. Restart your system after installation is finished.
6. IRM client will be visible on your computer screen.

Enter your user ID and Password,

User ID

Password

Cancel
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1.3.2.5 Working with IRM Client

1. On IRM client on your computer.

Enter your user ID and Password.
User 1D
Password

oTP

Cancel

2. Enter your DDMS User ID and password.
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Enter your user ID and Passwerd

User I

Password

3. For OTP:

OTP on Mobile App:
e Open Privacy Idea App on Mobile Phone
e Enter the OTP shown in the mobile screen.
© PTIVAECYIUEA AUTNentcalor  :

brivacylDEA: DDMS 2.0 OTP
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OTP on SMS:
e Open DDMS Login Page.

User Name

Password

Rekod Rasmi i Request OTP

e Enter your User Name and Password.

User Name
8334341680@MAMPU

Password

Rekod Rasmi ¥ Request OTP

DDMS 2.0 Phase Il User Manual
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e From the dropdown, select Rekod Rahsia Rasmi

.
| o
" e
= -QV' o .
~ - e I | -
~-".’ € MNTAL DOX MENT MANAGEMENTEYLTEM

User Name

Password

_Rekod Rasmi dan Rekod Rahsi '~ | Request OTP

Rekod Rasmi

Rekod Rasmi dan Rekod Rahsle Rasmi

e Click on Request OTP.

—

o MENT MANAGE MENT £

User Name
8334341680@MAMPU

Password

Rekod Rasmi dan Rekod Rahsi ~ |Request OTP

e You will receive a SMS on your mobile phone.
e Enter that OTP in the field for OTP in IRM Client.
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OTP on Email:
e Open DDMS Login Page.

User Name

Password

Rekod Rasmi i Request OTP

e Enter your User Name and Password.

User Name
8334341680@MAMPU

Password

Rekod Rasmi ¥ Request OTP
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e From the dropdown, select Rekod Rahsia Rasmi

User Name

Password

Rekod Rasmi dan Rekod Rahsl [~ | Request OTP
Rekod Rasml

Rekod Rasmi dan Rekod Rabsia Rasmi

e Click on Request OTP.

ey DOMS:
Sl Vi) 2.0

User Name
83343416808MAMPU

Password

Rekod Rasmi dan Rekod Rahsi Request OTP
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e You will receive an email with OTP.

no-reply@crestsolution.com 2% 1- Mo 12:08 Fh

Your OTP

Your DDMS 2.0 OTP requested is 966082 Enter this OTP in DDMS 2.0 Login
page.

e Enter that OTP in the field for OTP in IRM Client.

4. After entering Username, Password and OTP click on OK button.
5. If the login is successful you will get pop up saying Fasoo DRM - Logged in.

Fasoo DRM - Logged in

6. After logged in user can see the his login status by clicking on the arrow near
System Time.

2:47 PM
22-Oct-18

’qox A G x 32

Orange Icon shows User Session is active, user in ONLINE

DDMS 2.0 Phase Il User Manual Page 82 of 115
(End User Role)



Digital Document Management System 2.0 Phase Il (DDMS 2.0 Phase Il) Project

1.3.2.6 Previewing Rekod Rahsia Rasmi

1. Once IRM client is installed and you are logged in it, you can open downloaded
Rekod Rahsia Rasmi.

2. Go to the folder where the record is downloaded.

% > This PC » Windows (C:) » Users » shweta » Downloads

Panduan-Penggu  2086ac91-41f7-4 JEMPUTAN KE

na-DDMS2.0-up e63-8aef-393ff1 PROGRAM
d5.9.2016 2dc0d5 CAKNA

(2018-1536891...  (2018-1539701... PENGURUSAN ...

3. Double click on the downloaded record.
4. Record will open
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SULIT
\ (—]'
X\
2 BAHAGIAN KHIDMAT PENGURUSAN
KEMENTERIAN PENDIDIKAN TINGGI
(MEMO ANTARA BAHAGIAN)
Rujukan Kami KPT 50061119 XD2C8 ) Tankh 3 April 2017
PERKARA JEMPUTAN KE PROGRAM CAKNA PENGURUSAN REKOD
KEMENTERIAN PENDIDIKAN TINGGI

' KEPADA SENARAI EDARAN SALINAN
AL TKSU (P)
: DARIPADA SUB (BKP)

Tuan/Puan

1.3.3 Print Records

1.3.3.1 Printing Rekod Rasmi

Print Metadata
1. Login to DDMS.

2. Navigate to the Record level which has the record you want to Print and hover on
it.

5.1 } (Tajuk
Clate Filed: Wed 18 Sap 2078 12218:23

Madiliad by Mochfied ore Wed 18 Sap 2048 12:1 525 2 MBE

3. Click on More... and then click on Print Metadata.
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Tajuk) i
Dale Filad: Wed 18 Sep 2018 12:19:23 -
Modified by: I Modified on: Tue 9 Oct 2018 16:58:37 2 MB

4. Pop up containing the metadata of the record will pop up.

B
CEl 180 747 TR 1 RAAEDShan JeasstedrmSekan imertlaranghiber= e hS TR FFRNS 53 230
~ecord [ype : Agende Masyuaral
Daba af Rager : Frl o A0 21E
Trnwe o Pt s 113618 P ard  RAle Classfcahon Pl
lejuk : Tajuk
M Fall BRI S R iy B L ] b
Ternpal Mugyasral Mt
Mama Feveapad Trm
M Raened s DORE ANRTAER DL ORI e
Plediling Ramerk : == S L £ =
lzrii Mesyuarat o The S S00m00edn BT 2078 Shalis.  Rocy
Changa Cantert Reemarks ; e THRO: Mizzzzoll Fasl To FOV
i, TSty : Mow 26 2018 14:35.49 GMT+I500 (MY T) e FERIENEL
Wime User : Munammae kdrwzn B Hemb et Clwat
% [ Tl . S b [t
Tl To * idewarigankib oy T Hamizer ol cophes =
Wine : Unluk masuman ClFose. oo |t
e Paarty s b il 74 I Colalc
ik TimeS g by 28 2078 03322 G THOE00 (YT s
i User : fucrnristrator
MinE o0 : L= ) ==
Pl T = vEnnif sreslaolul or s

5. Click on Print/OK button to start printing.

Print Metadata with Content
1. Login to DDMS.
2. Navigate to the Record level which has the record you want to Print and hover on
it.

Diate Filed: Wed 18 Sap 2078 12218:23
Madiliad kb Akl i Wed 10 Sap 2018 121525 2 MB
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3. Click on More... and then click on Print Metadata with Content.

Jale Filad: Wed 18 Sep 2018 12:19:23 -
Modified by: I Modified on: Tue 9 Oct 2018 16:58:37 2 MB

4. Pop up containing the metadata of the record will pop up.

Record Type:Agenda Mesyuarat
Tajuk:sample redact - FAF redact

¥/ No. Fail

¥ Durasi

¥| mampu.property.recordtype newredaction.title
¥/ Tempat Mesyuarat
¥/ Nama Pewujud

¥/ Hash Value 1

¥/ Hash Value 2

¥/ No. Record

¥ Misfiling Remark
¥ Tarikh Mesyuarat
OK

5. Select the checkboxes of metadata for which you want to print along with content
of the record.

6. Click on OK button. Content will load in a new window.
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= |+ futometc foom §

Record Type : Agenda Mesywsrat

Date of Hepart : Fr Maw 30 2018

lime of Hegart . 1131 .04 PR

Tajuk : test jpa

Ma. Fail : DDMS 100112

Tempat Mesyuarst

Nama Pewaujud : mayurrmi

Wo. Record : DDMS A00-1110M2(5)

Tarikh Mesyuarat : Thu Now 22 00:00:00 MYT 2014

7. Click on Print button to print the document.

= % Aulpmelic Fuom F

Record Type : Agends Mesyuarat

Diaaler oo Risapr] : Fri Mew 30 2016

Tirne of Report : 11:31:4 P

T&juk . test |po

Mo, Fail : DDMS 100102

Trmpial Mosysral :

Hama Pawu|ud . mEyurrmd

Mo, Record . DDMS 0= M35

Tarikh Mesyuaral : Thue Mers 22 00:00-00 MYT 2014

Print Content
1. Login to DDMS.
2. Navigate to the Record level which has the record you want to Print and hover on

it.

IDMS.100-111/8 13(1) (Tajuk
Datw Filod: Wed 18 Sap 2018 12216:23
Miadified by: 1 Modified oo Wed 19 Sep 2008 1211825 2 MB

3. Click on More... and then click on Print Content.
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# Add AH z

- h dat
IDMS. 100-1/1/8 JLD3(1) (Tajuk) & etadata e
ale Filed: Wed 18 Sep 2018 12:19:23 -
Modified by: ShwetaRM  Modified on: Tue 8 Oct 2018 16:58:37 2 MB o i

4. Pop up containing the content of the record will pop up.

Adtomatic ZLoom  *

5. Click on Print button to print it.
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Aulomalic Zoom =
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1.3.3.2 Printing Rekod Rahsia Rasmi

1. Login to DDMS using 2" factor authentication.
2. Navigate to the Record level which has the record you want to Print and hover on

It.
[ sULI
DDMS.100-1/1/8 JLD3{8) (iwan test - iwan 1 red 2) fit Metada
Date Filed: Wed 19 Sep 2018 12:23:20 1= R
Modified bay: Muodified on: Wed 19 Sap 2018 12:28:28 1 MB

3. Click on More... and then click on Download Content with Annotation.

: 14 wan i B0 £
Date Filed: Wed 19 Sep 2018 12:25:20 ! Reops
Modified by Modified on: Tue 8 Oct 2018 171112 1MB ::
'
wan test - iwan 1 red 2
Date Filed: Wed 19 Sep 2018 12:36:38
Modified by: 1 Modified on: Wed 19 Sep 2018 12:36:39 4MB
(stamp 4
Date Fied: Wed 19 Sep 2018 12:56:01
Moddied by: 1 Moditied on: Thu 11 Oct 2018 15:35:20 15 KB

Download Content With
Annotation

4. Document will be downloaded in PDF format.
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I]dows (C) » Users » shweta > Downloads

A

)

logo_login.svg

)Lj
DF

JEMPUTAN KE
PROGRAM
CAKNA

PENGURUSAN ...

image2vector.sv
g

I-:.—;l

JEMPUTAN KE
PROGRAM
CAKNA
PENGURUSAN ...

UTG-EDMS-Go-Li

ve-Checklist-Cres
t-Ver1.6.docx

)
PDF

Admin_Tools
(2018-15373292
73846).xlsx.pdf

5. Double click on the downloaded document. Preview will load in PDF reader.

6. Click on the Print icon in PDF reader to print it.
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® @ A ® OO m- K P SoAos

Search Query

g
£
y6:>
Q- 4,0 O
Best Practices H 0A°
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1.3.4 Minit Module

1.3.4.1 Adding Minit

1. Browse to the desired record by clicking in Agency Name -> Function Name ->

Activity Name -> Sub Activity Name -> File Name.

DDMS.100-1/1/12(5) (test jpg)
Date Filed: Thu 29 Nov 2018 11:07:38
Modified by: mayurrm1  Maodified on: Thu 29 Nov 2018 11:07:38 8 KB

DDMS.100-1/1/12(6) (test gif)
Date Filed: Thu 29 Nov 2018 11:08:03
Modified by: Mayur  Modified on: Thu 29 Nov 2018 15:10:26 112 KB

2. Click on the record to view its content.

DDMS. 100-1/1/12(6) (test gif)

Modihad oy Mayur on Thu 29 Noy 2018 15.10.26
7oA o 2 D2« 4 » » ( ) 9 H
(20131 2453060a837 1
21 |11
TERBUKA
- B, 3 orm B A =y
Aanal

3. Click on “Minit” button to add Minit for that record.
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DDMS.100-1/1/12(6) {test gif)

Madmedd by Al an Tau 28 Now X0

.:4 >l ¥ Actiens
1643 View Audit Log
Ane Ralnorahip
Trmr i A ' Cuil Sucwily Clyssification
o i A 3 2 8 LAY RN
. .
=== * Pt Maladula
- % ~ Frint Ma1adats Yilth Cormant
— * Pred Conlent
. L Daaniaad Corvant Wi Anaatatian
Minit #
kinit History
e Hial Fouiml
ntar Agercy Ussr
| | ntar Agercy Ussr
Due Date
Day Remi
[
Siib
0S5 100. 1112 e st of
Pre-Dicfined Mirit
Umuk tindakar W
Klin
it
MRy Astath Hissn [l |
Livi £ M v MO
Zand Cancal
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Right Panel: New Minit
This part of the screen will be used by user to send new Minit over a record.

1) To: Email address for recipients (Mandatory)

2) CC: Email address for recipients (Optional)

3) DDMS User: This will be a search option where user can select DDMS Users

4) External User: This will be a text box to enter External Users

5) Subject: This will be auto captured in format — <Record No.>-<Tajuk>
(Autocapture)

6) Pr-Defined Minit: This will be a drop-down list where user can select any pre-
defined minit and that will become part of Minit(message). (Mandatory)

e Untuk tindakan

e Untuk perhatian

e Untuk makluman

e Sila kaji.

e Sila Bincang

e Bersetuju. Sila sediakan laporan.

7) Due Date: Due Date for the task (Optional. In case no due date is selected- no
task reminder emaills will be sent. If a due date is selected, a task will be created
which will be due on the selected date and email reminder notification will be sent
to assignee.)

8) Minit: Message to be sent

9) Priority: Priority of task

e Low
e Medium
° High

10) Days for Reminder: User will enter number of days before due date from when
the assignee will get email reminders of the task (Optional if due date is not

selected. Mandatory if Due Date is selected).
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11) Attach History: Select yes if you want to send all Minit History as a part of Minit
message. By Default — No is selected.

12) Attach Document: Select yes if you want to send the record as attachment to Minit
email. By Default — No is selected. User can change to “Yes” only in case of
Rekod Rasmi. For Rekod Rahsia Rasmi this option will be greyed out.

4. Fill all the required fields

Minit
kinm Histor

shwcta. khummi@orestzeluen.com

Aoancy LEer Imar Agarcy s

Agancy Usar | Imier Agency User
s Caln
MHZ201E

a4A T Rerinids
[ w

NOME 102AHMZAE R ast Gl
Diefired Minil

Linluk petstian

1
Untuk peroatian]
Allach

EZand Camce

5. Click on Send button to send this Minit.

6. Once sent, these details will be saved in Minit History.
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Mimit

Timaktamp Priarity Mimit

£ >

Agmnoy User Irkar Sgency

Agancy User | | Inber Agency

[ g

[DOME. 1012 G st g

“rz Dabned Mni
Uniuk treakar

Lirw v N |~

User

User

Left Panel: Minit History

This part of the screen shows all the minit sent over a particular record with its details:

1) Timestamp: Timestamp when Minit was sent
2) Priority: Priority of minit sent

3) Minit: Message

4) Sent By: Name of sender

5) From: Email address of sender

6) To: Email address of recipients

7) CC: Email address in CC

7. Task will be created for Recipient and can be seen on User's Dashboard.
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M Shaheen End User Dashboard

Al

Records Management Site

My Tasks

Active Tasks

== = 1-1of1 = ==

Minit Review DDMS, Mot Yet Started

L1

8. User will recieve 2 email notifications :

e Minit Email

DDMS 2.0 Phase
(End User Role)
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DDMS 2.0 RECORD INFORMATION

From: shaheen@crestsolution.com

To: shweta.khurmi@crestsolution.com

Cc:

Priority: low

Record Number & Title: TEST.1300-3/1/2/(7)-terbuka
Timestamp: 09 Nov 2018 15:50:12

Minit: Bersetuju. Sila sediakan laporan.

Click Here to View Record

e Task Assighed Email

DDMS 2.0 Phase Il User Manual
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You have been assigned a task
Friday, Movember 9, 2018 3:50:15 PM MYT

Hi,

You have been assigned the following task:
"Minit Review DDMS3"
TEST.1300-3M/2/( T )-terbuka

Priority:  Low

Click this link to edit the task:

http:/ferestinfo.dnsdynamic.com:B085/share/pagetask-editMaskld=activii$ 2 2766

Sinceraly,
DOMS 2.0 Administration

1.3.2.2 Track assigned tasks

1. Logininto DDMS 2.0.
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M Shaheen End User Dashboard

My Sites

All =

Records Management Site

My Tasks I
Active Tasks -
== = 1-20of2 = ==

Minit Review DDMS, Mot Yet Started

2. Click on Tasks - > My Tasks

Tasks People Advani

My Tasks
'a Workflows I've Started

3. List of Tasks will appear.
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{ l: - L P
&N DDMS=0 vy Tasks
Task Fliker
¥ Tasks
Artive
Complated
Y Due
Today Due Date Start Date Status Priority Started by
Tarmarraw 11 Decamber, 2018 01 Decamber, 2018 Mot Yat Started Low Addmin
Mext 7 days
Crerdue Diays for Remindsr
Mo Drats 1

This My Tasks list will contain all the minit and tasks sent to the user with:
i. Title

ii. Type of Task

iii. Due Date

iv. Task Started Date
v. Status of Task

vi. Priority of Task
vii. Started by user

viii. Days for Reminder

These tasks can be filtered using the filters:
I. Keywords Search in Title
ii. Priority
iii. Status
iv. Tasks between From and To Date

v. Based on their Due Dates
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4. Click on Task Filter.

Task Filter X
Kaywwords Search in Titla ;
Due Data :  Select
Pricrity - All =

Status - All

Salact Data Due Date -
DCrate From :
Drate To -
Submit Reset

User has the option to search tasks assigned to him by:
I. Keywords Search in Title
ii. Due Date
iii. Priority
iv. Status
v. Tasks between From and To Date

5. Select the Task filters which user wants to search.
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t -
i)
Task Filter
11|
Keywords Search in Title :
0 Priority: | All [~]
i
Status: | Al (=]
SelectDate:  Start Date [~]
Date From: 17/9/2018
Date To:
| Submit | | Reset |
6. Click on Submit button
Task Fitter
Tasks Filter @
Due Date Start Date Status Priority Started by Days for Reminder
18 September, 2018 17 September, 2018 Mot Yet Started Low Shaheen Records Manager
Due Date Start Date Status Priority Started by Days for Reminder
(Mone) 17 September, 2018 Mot Yet Started Low Shaheen Records Manager(
1.3.4.2 Edit assigned tasks by Assignee
1. Logininto DDMS 2.0.
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‘ﬁ‘l‘ﬁ} Shaheen End User Dashboard

Aciree Tasks -
2al2 = ==

Minit Rewieew DOME Mok Yef Skartad

2. Click on Tasks -> My Tasks

Tasks People Advani

My Tasks
'a Workflows I've Started

3. List of Tasks will appear.
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&% DOMS?20 vy Tesks
= Task Fliter
¥ Tasks
Active
Complatad
= Rekod : DDMS.100-1/1M12/6)-test gif
¥ Due Minit : Untuk perhatian.
Today Due Diate Start Date Status Pricrity Started by
Tamoarraw 11 Decamber, 2018 01 Decamber, 2018 Mot et Started Low Admin
Mt 7 clays
Owerdue Days for Remindar
Mo Date 1

4. Click on Task which you want to Edit.
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N cdic Task
. 5 o
Edit Task: Minit Review DDMS
Sender: Shaheen Records Manager
Diate: Fri, 12 Oct 2018 15:00:268
To: shaheen@crestsolution.com
Ceo: (MNone)
Subject: TESTING.300-1/211/{1}-AGENTS BY STATE
Minit: Sila kaji.
Attachment Added: Mo
Record Link: Click Here o View Record
Due Date: 13 Oct, 2018
Days for reminder: 1
Priority: Low
Response
Comment User Name Time
Comments: ,ﬂ
P
Selesai | | Dialam Tindakan | | KIW | | Save and Close | | Cancel

This screen will appear when user edits the task assigned to him.

User can edit task assigned to him by changing the status of the task and adding
comments to it:

i. Status of Task: User can change the status of task — Not Yet Started is be default.
He can change status to

e Dalam Tindakan (In Progress)
e KIV
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e Selesai (Completed)

ii. Comments: User can enter any comments he wants to be communicated to
assignee

iii. Save and Close: To Save the Comments alone

iv. Cancel: To Cancel all changes made

5. Edit task by adding comments to it

Comments: (7 ]
Update Page No. §

Sedesai | | Dalam Tindakan [ Save and Close Cancel

6. Click on any one of the status buttons.

7. Status will be updated accordingly on My Tasks Screen

Due Date Star Date Status Prigrity Started by
11 December, 2018 01 December, 2018 Dalam Tindakan Low Admin

Days for Reminder
1

8. Comments will be saved on Edit Task Screen

Response
Comment User Name Time
need to take action Shaheen End User 17/09/2018 17:21:04
Comments: o
Selesai || Dalam Tindakan || KN || Save and Close || Cancel
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Under Response Comments are grouped according to the Time, User Name

i. Time: Date and time when comment is recorded

ii. User Name: User who comments

1.3.4.3 View Tasks Started (By Task Initiator)

1. Click on Tasks - > Tasks I’'ve Started.

Home  Shared Files  Sites~  Tasks - People  Advanced Search Reports ~ Admin Tools

E My Tasks
{ﬂ% Shaheen ReCEnreEuC ey

shboard

All ~ My activities ~ allitems -~
Records Management Yesterday
Records Management Site
Favorite EERERT LR
3 hours ago
4more ¥
Last week
-';d.sy'e- -agc
2more ¥
2. List of tasks started you will load.
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ﬁﬂ% Tasks I've Started

Task Filter

¥ Workflows
Active Workflows Filter
Completed
» Due
Due Date Start Date Priority Status
» Started 13 October, 2018 12 October, 2018 Low Dalam Tindakan
» Priority

This Tasks I've Started list will contain all the minit and tasks sent to the user with:

i. Title
ii. Type of Task
iii. Due Date
iv. Task Started Date
v. Status of Task

vi.  Priority of Task

These tasks can be filtered using the filters:

i. Keywords Search in Title
ii. Priority
iii. Status

iv. Tasks between From and To Date
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1.3.4.4 View Task Details (By Task Initiator)

1. Click on Tasks - >Workflows I've Started

Tasks v People Advani

E My Tasks
% Workflows I've Started

2. List of tasks started by you will appear.

M Tasks I've Started
v Workflows = TaskFilter
Active Workflows Filter
Completed
» Due
Due Date Start Date Priority Status
> Started 13 October, 2018 12 October, 2018 Low Dalam Tindakan
» Priority
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3. Click on Task which you want to View

Details: DOMS S00-17203(5-agenda 1 (Workflow Stan Task)

Workflow Summary Wiew Process Diagram
General
Waandlow = in I rogress

w (MO dua deka

o Py

General Inft

Rekod DOMS S00-1/2730 5-agamia 1

Shartesd by, SheaelaRM Do Dl (Mo Canrplisles] Oy
Sarl Dhalee Wiad 21 Mo 20018 11 3021 Priciily. Lorew Shalus

Minil  Minil

are Infio

Seml Dl Belilieslions: Mo

lerms
g
Mo ibems sakactad

This Screen will contain all the minit and tasks sent to the user with:

i. Rekod: Record Number and Tajuk

ii. Started by: User who started the task

iii. Started Date: Start Date and time of task as assigned by assignee

iv.  Minit: Message sent by Assignee of Task

v. Due Date: Due Date of task as assigned by assignee

vi.  Priority: Priority of the Task — Low, Medium, High as assigned by assignee
vii.  Completed: Date and time of Task completion
viii.  Status: Current status of task

ix. Items: Records that are part of the task added by assignee
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X. Current Tasks:

Type: This shows the kind of task performed by the user. For Task
initiator, type will be “Workflow Start Task” and for all users to whom
task is assigned type will be “Minit Review DDMS”.

Assigned To: Name of recipients.
Due Date: Due Date of task as assigned by assignee
Status: Current status of task for ever user to whom task is assigned.

Actions: This will contain link for assignee to click and see details of
individual task for every user.

xi.  History:

Type: Type of task
Completed By: Name of user who completed the task
Date Completed: Date on which user completed the task

Outcome: This will be task done for every user to whom task was
assigned and it was completed.

Comment: comment added by user who completed task

xii.  Cancel Workflow: Clicking on this button task will be cancelled for all
users.

xiii. ~ Complete Workflow: Clicking on this button task will be completed for all
users

xiv.  Back: To go back to the Tasks I've Started list
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1.3.4.5 Email Notification — When Task is Pending/Overdue

Whenever a task is due for user he will receive email reminders notifying about

pending/overdue task.

User can directly click on the link received in Email to edit the task or can login into
DDMS and edit the task from there.

Hello user@TESTING,
Please login to DDMS 2.0 and complete your pending task - TESTING.4300-

1/1/5/(7)-color choices, assigned by Administrator Testing This task is
overdue for 23 day/days.

http://103.8.146.35/share/page/task-edit?taskld=activiti$445401

Sincerely
DDMS 2.0 Administration

1.3.4.6  Email Notification — When Task is Completed

Whenever a user completes a task, an email notification is sent to the Task owner

notifying that the user has completed his task.
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Task assigned by you is complete.

Hi Admin ,
User Admin has completed his/her task - DDMS 100-1/1/12/(6)-test gif.

Sincerely,
DOMS 2.0 Administration
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